Recursive to Authoritative
Encrypted DNS -
Where are we”?
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DPRIVE Work on Rec-Auth
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12 drafts, ~6 solutions

NO CONSENSUS definitely is!



https://datatracker.ietf.org/wg/dprive/charter/
https://datatracker.ietf.org/doc/rfc9250
https://datatracker.ietf.org/doc/rfc8484
https://datatracker.ietf.org/doc/rfc7858

Why Is Strict hard?

DNSSEC: In-band credentials (name or SPKI) MUST be secure themselves
- DNSSEC deployment is inverse to gains from privacy t

DELEGATIONS ARE NOT SIGNED: Neither is glue

DNSSEC deploymen

Privacy gains from Encryption

ADoT IS A PROPERTY OF.... a zone, nameserver or |IP address?

Note: compared

to DNSSEC this
adds secondary
zone operator to

deployment
chain




Why is Strict hard?

I. A new delegation model
, Full Ecosystem change
(using DNSSEC) (EPP, ICANN, etc., )

ii. DSPKIs for zone Impractical

TLSA/SVCB for nameserver
that can be signed

Overload DS (new algo)

Not signed/slow Too hacky, risky

Child MUST be signed
Glue not signed/slow
Leaky

Slows all zones?




f not DELEG, how?

* Proposal to create new DNSSEC signed delegation path
* Potential solution to include encryption credentials

» Current status - BoF/WG forming... years away if at all




